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(54) UNAUTHORIZED UTILIZATION NOTICE METHOD, ITS DEVICE AND 
PROGRAM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an unauthorized utilization notice 
method, its device and program capable of monitoring unauthorized utilization 
for contents downloaded freely at a client-side without making a user be 
conscious. 

SOLUTION: This method comprises: reading a hash value of contents described 
before the circulation from a contents ID attached to the contents after circulation 
(S10); calculating a hash value of contents for the contents after the circulation 
by using the same hash function as the hash function used in calculation of the 
hash value of contents described before the circulation (S40); determining 
whether the unauthorized utilization is present depending on whether the hash 
value of contents before-and-after the circulation are matched with each other 
(S50); and sending the unauthorized utilization information indicating the 



unauthorized utilization in an address of a management server included in 
contents ID when the unauthorized utilization is present (step S60). 
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CLAIMS 
[Claim(s)] 

[Claim 1] The read-out step which reads the contents hash value described 
before circulation from the content ID which is the notice approach of unjust use 
which detects and notifies unjust use in the circulation process of the distributed 
contents, and is attached to the contents after circulation, The calculation step 
which computes a contents hash value using the same Hash Function as the 
Hash Function used for calculation of said contents hash value described before 
circulation to the contents after circulation, The decision step which judges 
whether there is any unjust use by whether both are in agreement to the 
contents hash value before and behind circulation, and when there is unjust use 
The notice approach of unjust use characterized by having the transmitting step 
which transmits the unjust use information which shows that the address of the 
management server contained in content ID had unjust use. 
[Claim 2] The read-out means which reads the contents hash value described 



before circulation from the content ID which is notice equipment of unjust use 
which detects and notifies unjust use in the circulation process of the distributed 
contents, and is attached to the contents after circulation, A calculation means to 
compute a contents hash value using the same Hash Function as the Hash 
Function used for calculation of said contents hash value described before 
circulation to the contents after circulation, A decision means to judge whether 
there is any unjust use by whether both are in agreement to the contents hash 
value before and behind circulation, and when there is unjust use Notice 
equipment of unjust use characterized by having a transmitting means to 
transmit the unjust use information which shows that the address of the 
management server contained in content ID had unjust use. 
[Claim 3] It is the notice program of unjust use which detects and notifies unjust 
use in the circulation process of the distributed contents. The read-out step 
which reads the contents hash value described before circulation from the 
content ID attached to the contents after circulation, The calculation step which 
computes a contents hash value using the same Hash Function as the Hash 
Function used for calculation of said contents hash value described before 
circulation to the contents after circulation, The decision step which judges 
whether there is any unjust use by whether both are in agreement to the 
contents hash value before and behind circulation, and when there is unjust use 



The notice program of unjust use characterized by having the transmitting step 
which transmits the unjust use information which shows that the address of the 
management server contained in content ID had unjust use. 



DETAILED DESCRIPTION 

[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention performs the circulation monitor of the 
contents which circulate extensively, and relates to the notice approach of unjust 
use and the notice equipment of unjust use which detect unjust use and notify 
unjust use information. 
[0002] 

[Description of the Prior Art] Bury beforehand the content ID which can identify 
contents uniquely, using a digital-watermarking technique as the conventional 
notice approach of unjust use to contents, it is made to set and circulate by **, 
and the network police technique of checking the correspondence relation 
between URL of a normal distribution place and the embedded content ID, and 
supervising unjust use with an unjust use detection system is known. 



[0003] The following techniques are known as a detection technique used in 
such an unjust use detection system. 

[0004] (1) The technique in which the retrieval robot which has a watermark 
reading function searches for the contents contained in the page of a website in 
top-down. 

[0005] (2) The technique which checks all the contents that space through the 
gateway and server of a specific node which were prepared in the specific 
network, incorporate the reading filter, and pass this filter. 

[0006] (3) It spaces through the download module of a user's browser, plug-in of 
the reading tool is carried out beforehand, and there is a bottom-up user 
cooperation mold which notifies and checks the content ID of contents and URL 
of an access site which were downloaded from the Web server in the content ID 
management center. 

[0007] For example, the following services are offered in em ** 
(http://www.mken.co.jp/). 

[0008] The yellow list round method which turns focusing on the website which 
took up with the search engine by making into a keyword the word which is likely 
to space and is likely to relate to entering contents with a watermark detection 
robot with this service, According to the gray list round method which turns 
focusing on a website with the possible contents of violation of copyright, the 



Internet is always supervised for 24 hours, and the homepage in the world is 
patrolled. For example The contents which embedded digital watermarking of 
"acuaporta" are decoded and supervised, and it is striving for discovery of the 
contents which were copied, were altered unjustly and put up on the network. 
[0009] 

[Problem(s) to be Solved by the Invention] Thus, by the conventional notice 
approach of unjust use, it encapsulated with the protection-of-copyrights 
technique, and unjust use was prevented by attesting a key, a use condition, 
client information, etc. using the software of dedication. Moreover, the contents 
which have the misgiving of unjust use in a management server were 
transmitted, and digital watermarking currently beforehand embedded to 
contents was detected. 

[0010] However, if it was in the conventional notice approach of unjust use, since 
the contents which have the misgiving of unjust use in a management server 
needed to be carried in, while the operation load of a management server 
increased with the spread of the Internet, there was a problem that extension of 
a management server was needed. 

[0011] Then, the approach of detecting and notifying unjust use to the media 
player of the client side which reproduces contents has been searched for, 
without performing increase of the operation load of a management server, 



extension of a management server, etc. 

[0012] This invention was made in view of the above, and it is to the contents 
freely downloaded by the client side as the purpose to offer the notice approach 
of unjust use, the notice equipment of unjust use, and the notice equipment of 
unjust use which can supervise unjust use, without making a user conscious. 
[0013] 

[Means for Solving the Problem] In order that invention according to claim 1 may 
solve the above-mentioned technical problem, it is the notice approach of unjust 
use which detects and notifies unjust use in the circulation process of the 
distributed contents. The read-out step which reads the contents hash value 
described before circulation from the content ID attached to the contents after 
circulation, The calculation step which computes a contents hash value using 
the same Hash Function as the Hash Function used for calculation of said 
contents hash value described before circulation to the contents after circulation, 
The decision step which judges whether there is any unjust use by whether both 
are in agreement to the contents hash value before and behind circulation, and 
when there is unjust use Let it be a summary to have the transmitting step which 
transmits the unjust use information which shows that the address of the 
management server contained in content ID had unjust use. 
[0014] In order that invention according to claim 2 may solve the 



above-mentioned technical problem, it is notice equipment of unjust use which 
detects and notifies unjust use in the circulation process of the distributed 
contents. The read-out means which reads the contents hash value described 
before circulation from the content ID attached to the contents after circulation, A 
calculation means to compute a contents hash value using the same Hash 
Function as the Hash Function used for calculation of said contents hash value 
described before circulation to the contents after circulation, A decision means to 
judge whether there is any unjust use by whether both are in agreement to the 
contents hash value before and behind circulation, and when there is unjust use 
Let it be a summary to have a transmitting means to transmit the unjust use 
information which shows that the address of the management server contained 
in content ID had unjust use. 

[0015] In order that invention according to claim 3 may solve the 
above-mentioned technical problem, it is the notice program of unjust use which 
detects and notifies unjust use in the circulation process of the distributed 
contents. The read-out step which reads the contents hash value described 
before circulation from the content ID attached to the contents after circulation, 
The calculation step which computes a contents hash value using the same 
Hash Function as the Hash Function used for calculation of said contents hash 
value described before circulation to the contents after circulation, The decision 



step which judges whether there is any unjust use by whether both are in 
agreement to the contents hash value before and behind circulation, and when 
there is unjust use Let it be a summary to have the transmitting step which 
transmits the unjust use information which shows that the address of the 
management server contained in content ID had unjust use. 
[0016] 

[Embodiment of the Invention] Hereafter, the gestalt of operation of this invention 
is explained with reference to a drawing. 

[0017] Drawing 1 is drawing showing the configuration of the DRM processing 
flow which can apply the notice approach of unjust use concerning the gestalt of 
1 operation of this invention. 

[0018] As shown in drawing 1 , the media player 23 for reproducing the media 
server 21 for distributing the DRM (Digital Rights Management) equipment 17 for 
managing the encoder equipment 13 for creating contents and contents and 
contents and contents is formed in this system. 

[0019] It has the function changed into the file into which encoder equipment 13 
was generally called the encoder, inputted the media files A11, such as screen 
information of the live image from a camera, a multimedia file, and a client 
(personal computer), it encoded according to the fixed regulation, and the 
assignment format was compressed, and the changed media file B15 is 



outputted. 

[0020] DRM equipment 17 consists of a Web server, the menu page of a website 
and the registration page to which demand of information or payment is 
performed are offered, and it has the function to give the license key for 
defrosting etc. from a registration page. License management and a copyright 
function manager for especially DRM equipment 17 to protect contents are 
performing contents management. Add the URL information for inputting the 
media file B15 changed by encoder equipment 13, and acquiring a key number 
and a license, and the media file B15 is received. It encapsulates so that it may 
encipher using the key number which can perform inverse transformation of 
conversion by encoder equipment 13, and license acquisition URL information 
and may become data of one, and this encapsulated media file C19 is 
transmitted to the media server 21. In addition, the encapsulated media file 19 is 
protected so that the inverse transformation mentioned above if it was 
enciphered with the license and a "key" was not used may be impossible. This 
"key" is separately distributed to the media player 23 from DRM equipment 17. 
[0021] Moreover, in order to make a user download the encapsulated media file 
19, put on the website on a server, or it places on the media server 21 for 
streaming, or CD-ROM is distributed as a medium. 

[0022] The media player 23 is supporting communication facility with DRM 



equipment 17. For example, the media file C19 encapsulated from the media 
server 21 is downloaded. Extract the key number and content ID which were 
extracted from the media file C19, and it transmits to DRM equipment 17. 
Certificates, such as this key number, a key corresponding to content ID, use 
conditions, and client information, are answered from DRM equipment 17. 
Inverse transformation of the encapsulated media file C19 is carried out to the 
media file 25, and the media file 25 is reproduced by the decoding function 
according to the use conditions included in the license. In addition, use 
conditions with start time, a date, a period, the count of playback, etc. being 
various for carrying out the exercise can be given to a license. 
[0023] Moreover, in order to reproduce the protected media file C19, a user 
needs to acquire the license key for carrying out inverse transformation of the 
media file C19 to the media file B15 first. The acquisition timing of a license key 
is automatically started, when it tries to acquire the media contents C19 from 
which the user was protected, or when a media file is reproduced for the first 
time. 

[0024] At this time, DRM equipment 17 will guide a user to the registration page 
on the website to which demand of information or payment is performed from the 
menu page of a website, and a user will acquire the license key for defrosting 
from on the guided registration page. 



[0025] Moreover, the media player 23 checks whether sequential reference of 
the media file based on the content ID on the client (personal computer) in which 
this media player 23 exists is carried out, and the unjust use check flow 
mentioned later has unjust use of the media file of a twist, while reproducing the 
media file C19. 

[0026] Next, drawing 2 is an explanatory view shown in the detailed 
configuration of content ID. 

[0027] As shown in drawing 2 , in detail to content ID As an identifier uniquely 
given to contents since the attribute information about contents is specified ID 
center management number which expresses the number (unique code) given 
to contents at a meaning from left-hand side, The contents attribute showing the 
information about the creator and the contents of contents, classification, a 
classification, etc., The right attribute which writes the right relation of contents, 
the right employment attribute showing the information about consent, election, 
and a check of a right, The system area showing the free field and digital 
signature showing the circulation attribute showing the hysteresis information on 
circulation (= dealing) of contents, the distribution attribute showing the 
information about distribution of a dealing profit, and the free field left to ID 
management center, a contents hash value, etc. is set up. 
[0028] Furthermore, there is information about systems, such as a method of the 



information for specifying contents, the information about circulation, and digital 
watermarking, in the component of content ID. There is a unique code and 
circulation descriptor (DCD:Distributed ContentDescription) in these expression 
approaches, and it uses properly if needed. In addition, circulation descriptors 
(DCD) are critical information, such as use conditions beforehand specified by 
the rightful claimant in content ID. 

[0029] Among these, as shown in drawing 3 , the digital signature and contents 
hash value for bundling contents and content ID (circulation descriptor: DCD) 
are contained, and an unjust check is performed in a system area using these. 
Furthermore, there are a link to the contents for connecting with contents data, 
digital-watermarking information, signature algorithm information, a check digit, 
etc. in a system area. 

[0030] Here, the DS and the mathematical description of a digital signature and 
a contents hash value are explained, and it explains how an unjust check is 
performed. 

[0031] As shown in drawing 3 , in the digital signature based on a public key 
cryptosystem, the contents (electronic filing document) from which a signature 
implementer becomes the contents of a communication link are enciphered with 
the signature key (private key) of a signer proper, and it has become the 
structure that it is verifiable with the verification key (public key) of the signature 



implementer corresponding to the signature key in the addressee of contents 
with a signature (electronic filing document) whether it is that the digital signature 
is a signature of a transmitting person truly. 

[0032] Therefore, a digital signature has the advantage that the fact of having 
been altered is also verifiable with the verification process of the signature 
mentioned later, if the affinity of the signature itself and the electronic filing 
document itself which is the contents of a communication link is strong and the 
contents of a communication link are altered on the way of [ a communication 
link ] from the technical property of considering as a signature what enciphered 
the contents of a communication link. 

[0033] As shown in drawing 3 , contents data and a digital signature are 
separated, and the clear digital signature (separation signature) which is one of 
the concrete implementation approaches can read contents data as it is, and, on 
the other hand, contains the contents hash value (value calculated in the secret 
formula) of the contents text in the system area where the digital signature is 
described. 

[0034] For this reason, when a digital signature is altered, the contents hash 
value set as the signature object of a digital signature will also be altered by 
coincidence. Consequently, an actual contents hash value is calculated, the 
calculated contents hash value differs from the contents hash value in content ID, 



and the alteration of a digital signature can be detected. 

[0035] The contents hash value shown in drawing 3 here is a value acquired by 
the Hash Function decided beforehand, and since it contains an irreversible 
one-way function in a Hash Function, it is very difficult to create different 
contents data which cannot reproduce contents data from a contents hash value, 
and have the same contents hash value to it. In addition, as a Hash Function, 
MD5, SHA1, etc. are known widely, for example. 

[0036] In a concrete detection process, moreover, this Hash Function It is the 
operation technique which generates a fixed-length pseudo-random number 
from the given contents data. In case contents data are offered through 
circulation processes, such as a communication link, the contents hash value 
which used and asked for the Hash Function from the contents data before 
circulation is extracted from the system area of content ID. If it compares with the 
contents hash value calculated using the Hash Function from the contents data 
after circulation, it can investigate whether contents data are in the middle of 
communicative circulation, and are altered. 

[0037] Next, drawing 4 is the embedding flow of the content ID in the creation 
time of contents. 

[0038] As shown in drawing 4 , there are identifiers, such as WAV.WMA.MP3, 
about a voice file as a media file A11, there are identifiers, such as 



WMV.ASF.AVL.MPEG1 , about an image file, and there is BMP as an identifier of 
other files. The media file A1 1 can treat 2 hierarchy digital watermarking as an 
option. 

[0039] As a media file B15 changed with encoder equipment 13, there are 
identifiers, such as WMA, WMV, and ASF, and DCD mentioned above to the 
header information of these encapsulated media files B15 is embedded. 
[0040] The media file C19 encapsulated with DRM equipment 17 binds DCD 
mentioned above. 

[0041] In addition, the media file A1 1 can treat as an option first-floor layer digital 
watermarking using the unique code which consists of an ID center 
management number. 

[0042] Here, first-floor layer digital watermarking which embeds two kinds of 
different digital watermarking one by one is explained. 

[0043] At digital watermarking, since there is a possibility that detection time may 
become huge when there are many methods and all digital watermarking is tried 
one by one, the classification information on real digital watermarking is 
embedded using meta-digital watermarking. This real digital watermarking 
embeds the management number of ID center, and meta-digital watermarking 
embeds the classification information on a real watermark. 
[0044] Since a detection procedure detects the real watermark which specified 



the classification of real digital watermarking by detection of meta-digital 
watermarking, and was specified further, it can complicate the detection process 
of the unique code embedded by two kinds of different digital watermarking, and 
the easy decode by the inaccurate user can be prevented from the ability doing. 
[0045] In addition, the unique code shows ID center management number, and 
the configuration is as follows. 
[0046] (1) Area code (4 bits) 

The world is divided into 16 areas and numbering of a center is possible. 
[0047] (2) Center number (8 bits) 

Registoration Authority It is the number of the fixed length who publishes and 
identifies ID center. 

[0048] (3) The number in a center (arbitration) 

It is the number which identifies the contents which ID center manages, and ID 
center assigns to arbitration. 
[0049] (4) Version number (4 bits) 

It is the number which specified the version of content ID using the binary 
expression by the binary number. 

[0050] Next, drawing 5 is drawing showing the functional configuration of the 
media player 23. 

[0051] The media player 23 carries out the sequential check of the file based on 



the content ID on the client to which the media player 23 exists during playback 
of the media file 25, and checks the media file of unjust use. 
[0052] An example of the functional configuration of the media player 23 is 
shown in drawing 5 . The media player 23 consists of the authentication section 
41 , the circulation information storage section 43, the unjust use check section 
45, and the media playback section 47. 

[0053] Moreover, the media file reproduced by the media player 23 has header 
information, the systematization field, the digital signature, the contents hash 
value, and the contents field from the head. 

[0054] The authentication section 41 extracts a key number and content ID from 
the inputted media file, transmits to DRM equipment 17, and attests by receiving 
certificates, such as a key, a use condition, and client information, from DRM 
equipment 17. 

[0055] The circulation information storage section 43 accumulates the circulation 
attribute collected from the content ID of the media file reproduced in the past as 
circulation information. 

[0056] The unjust use check section 45 is a module which searchs the media file 
on a client and detects unjust use, and is processed by the unjust use check flow 
which shows the detailed actuation to drawing 6 . 

[0057] The media playback section 47 reproduces the media file 25 by the 



decoding function according to the use conditions received from DRM 
equipment 17. This decoding function is a function which decodes the encoded 
media file 25 to the media file A1 1 contrary to coding by encoder equipment 13. 
[0058] Here, the fundamental actuation by the media player 23 shown in drawing 
5 is explained. 

[0059] In addition, RAM which memorizes OS program, control data, and an 
application program temporarily, and CPU which controls a system according to 
a control program or an application program are prepared in the control section 
at the client which consists of a personal computer. Moreover, the application 
program currently recorded on the hard disk HD is a program installed from 
record media, such as CD-ROM, using the CD-ROM drive formed in the 
personal computer, and is the record medium which recorded the notice 
program of unjust use of this invention. 

[0060] URL of the media server 21 is specified from the screen of the media 
player 23 on a client, a homepage is opened, and a media file is received. And in 
the authentication section 41, a key number and content ID are extracted from 
the inputted media file, and it transmits to DRM equipment 17. And the 
authentication section 41 attests by receiving certificates, such as a key, a use 
condition, and client information, from DRM equipment 17. And in the media 
playback section 47, the media file 25 is decoded to the media file A1 1 according 



to use conditions, such as the start time and the date which received from DRM 
equipment 17, a period, and a count of playback, and it reproduces. 
[0061] In parallel to the time of reproducing the media file in this media playback 
section 47, the unjust use check section 45 performs the unjust use check for 
other media files which are on a client in the background. 

[0062] In drawing 6 , if an unjust use check is started, at step S10, header 
information will be read from the content ID of the media file 25, and the contents 
hash value and digital signature which were described before circulation will be 
read from the content ID especially attached to the media file after circulation. 
[0063] And alteration check processing of a digital signature is performed at step 
S20. 

[0064] That is, the contents hash value after circulation is calculated using the 
same Hash Function as the Hash Function used for calculation of the contents 
hash value described before circulation, and when the contents hash values 
before the circulation described in the contents hash value after the calculated 
circulation and content ID differ, it means that there had been an alteration of a 
digital signature. 

[0065] And at step S30, it judges whether there is any alteration. When there is 
no alteration, it progresses to step S40 and the contents hash value after 
circulation is computed using the same Hash Function as the Hash Function 



used for calculation of the contents hash value described before circulation to 
the contents after circulation. 

[0066] And at step S50, the contents hash value after the computed circulation 
judges whether it is the contents hash value and inequality before the circulation 
read from the content ID of the media file 25. 

[0067] Here, since it is shown that it is normal use when the contents hash value 
after the computed circulation is in agreement with the contents hash value 
before circulation of the media file 25, processing is ended as it is. 
[0068] When it is judged on the other hand that there is an alteration at step S30, 
or when the contents hash values before and behind circulation are inequalities 
at step S50, it progresses to step S60, the unjust use information which shows 
that the address of the management server contained in content ID had unjust 
use is transmitted, and processing is ended. 

[0069] Thus, in the unjust use check section 45, since the check of the digital 
signature of the media file 25 and a contents hash value is performed, the media 
file 25 concerned can detect whether it is unjust use, and when the media file 25 
concerned is unjust use, the unjust use information which shows that the 
address of the management server contained in content ID had unjust use can 
be transmitted. 

[0070] Moreover, the unjust use information which shows that the center 



address (URL of a center server) shown in content ID had unjust use can be 
notified. In addition, suppose that content ID, an existence location (IP address 
of a terminal), and an unjust use check result are included in this unjust use 
information. 

[0071] Consequently, unjust use can be supervised to the contents downloaded 
freely, without making a user conscious, and it can apply to a media player 
especially. Moreover, it is applicable as an unjust monitor means of a client side. 
[0072] Moreover, even when a new digital signature method and a new check 
item are added according to version up of a media player, an unjust use 
detection flow can be reformed easily. 

[0073] The effectiveness in the gestalt of this operation reads the contents hash 
value described before circulation from the content ID attached to the contents 
after circulation. The contents hash value is computed using the same Hash 
Function as the Hash Function used for calculation of said contents hash value 
described before circulation to the contents after circulation. When it judges 
whether there is any unjust use by whether both are in agreement to the 
contents hash value before and behind circulation and there is unjust use Unjust 
use can be supervised without making a user conscious by transmitting the 
. unjust use information which shows that the address of the management server 
contained in content ID had unjust use to the contents downloaded freely. 



[0074] 

[Effect of the Invention] According to this invention according to claim 1 to 3, the 
contents hash value described before circulation is read from the content ID 
attached to the contents after circulation. The contents hash value is computed 
using the same Hash Function as the Hash Function used for calculation of said 
contents hash value described before circulation to the contents after circulation. 
When it judges whether there is any unjust use by whether both are in 
agreement to the contents hash value before and behind circulation and there is 
unjust use Unjust use can be supervised without making a user conscious by 
transmitting the unjust use information which shows that the address of the 
management server contained in content ID had unjust use to the contents 
downloaded freely. 



DESCRIPTION OF DRAWINGS 
[Brief Description of the Drawings] 

[Drawing 1] It is drawing showing the configuration of the DRM processing flow 
which can apply the notice approach of unjust use concerning the gestalt of 1 
operation of this invention. 



[Drawing 2] It is the explanatory view shown in the detailed configuration of 
content ID. 

[Drawing 3] It is the explanatory view shown in the detailed configuration of DCD. 
[Drawing 4] It is the embedding flow of the content ID of contents creation time. 
[Drawing 5] It is drawing showing the functional configuration of the media player 
23. 

[Drawing 6] It is a flow for explaining detailed actuation of the unjust use check 
section 45. 

[Description of Notations] 

13 Encoder Equipment 

17 DRM Equipment 17 

21 Media Server 

23 Media Player 

25 Media File 

31 Content ID 

41 Authentication Section 

43 Circulation Information Storage Section 

45 Unjust Use Check Section 

47 Media Playback Section 
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